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Merthyr Tydfil County Borough Council is responsible for deciding how we hold and use personal
information about you. We are required under data protection legislation to notify you of the
information contained in this privacy notice.

This notice applies to service users which include requestors, complainants, employees, service
users and other individuals who access this service. This notice does not form part of any contract
to provide services. We may update this notice at any time if we do we will ensure that an updated
copy of this notice is made available to you as soon as reasonably practical.

It is important that you read and retain this notice, together with any other privacy notice we may
provide on specific occasions when we are collecting or processing personal information about you,
so that you are aware of how and why we are using such information and what your rights are
under the data protection legislation.

IDENTITY AND CONTACT DETAILS OF THE DATA CONTROLLER

Merthyr Tydfil County Borough Council is the Data Controller and is committed to protecting the
rights of individuals in line with the Data Protection Legislation including the GDPR.

Contact details of the Data Protection Officer

Merthyr Tydfil County Borough Council has appointed a Data Protection Officer who can be
contacted using the following details:

Mrs. Lisa Richards (Data Protection Officer)

Address: Information Governance Team Email: data.protection@merthyr.gov.uk
Merthyr Tydfil County Borough Council Tel: 01685 725000
Civic Centre Fax: 01685 725060
Castle Street
Merthyr Tydfil

CF47 8AN




WHAT INFORMATION DO WE HOLD ABOUT YOU

Personal data, or personal information, includes any information about an individual from which
that person can be identified. There are special categories of more sensitive personal data which
require a higher level of protection, such as information about a person’s health or sexual
orientation.

We will collect, store, and use the following categories of personal information about you:

e Personal Descriptors including:

@)

O O O O O

(@)

Personal contact details such as name, title, addresses, telephone numbers, and
personal email addresses.

Date of birth.

Gender.

Marital status and dependants.

Next of kin and emergency contact information.

CCTV footage and other information obtained through electronic means.

Photographs.

e |dentification Numbers:

(@)

@)
@)
@)
@)

National Insurance number.
Payroll Number.

ID Numbers.

Driving Licence Number.
Health IDs.

e Financial Details:

@)
@)

Bank account details, payroll records including your payroll number and tax status.
Compensation history.

e Employment Records:

(@)

o O O O

O O O O O

Salary, annual leave, pension and benefits information.

Start date or the date of continuous employment, leaving date, your reason for leaving.
Location of employment or workplace.

Recruitment information

Job titles, work history, working hours, holidays, training records and professional
memberships.

Performance information.

Disciplinary and grievance information.

Flexi card records.

Information about your use of our information and communications systems.

Results of HMRC employment status check

e Education:

(@)

Education History, Exam Results, Predicted Grades, School Attendance Records.

We may also collect, store and use the following special categories of personal information:

e Your race or ethnicity, religious beliefs, sexual orientation and political opinions.
e Trade union membership.
e Genetic information and biometric data.

Information about criminal convictions and offences.




Family or individual health history, health records, blood type, current and past medications
and prescriptions.

e Information about your health, including any medical condition whether physical or mental,
health and employment sickness records, including:
o Where you leave employment and the reason for leaving is determined to be ill-health,
injury or disability, the records relating to that decision.

o Details of any absences (other than holidays) from work including time on statutory
parental leave and sick leave.

HOW IS YOUR PERSONAL INFORMATION COLLECTED

We collect personal information about our service users through the request forms and
correspondence whether in email, letter or fax, either directly from you, your representative or a
regulatory body. We may sometimes collect additional information from third parties including
the police, the NHS, charities and businesses. We will input your personal information into our
Council systems specifically the request for information system and our MetaPrivacy system.

We will collect additional personal information in the course of our Council business functions
and the services we provide to you throughout your contact with us.

HOW WE WILL USE INFORMATION ABOUT YOU

We will only use your personal information when the law allows us to. We will use your
personal information in the following circumstances:

1. Where we have received your consent to provide you with a service.
2. Where we need to comply with a legal obligation.
3. Where it is needed in the public interest or for official purposes.

Situations in which we will use your personal information

We need to collect details relating to personal descriptors to enable us to comply with legal
obligations. The situations in which we will process your personal information are listed below.

We will obtain copies of your personal data, as listed above, in order to provide you with the
services for official purposes.

o To receive, manage and respond to Freedom of Information and Environmental
Information Requests.
o To consider appeals and internal reviews under the Freedom of Information Act
2000 and Environmental Information Regulations 2004.
o To manage subject access requests.
o To consider complaints made in connection to the way we process personal
information.
To investigate data protection breaches.
o In order to uphold individuals rights.
o To consider third party requests for information.
o To respond to complaints received by the Information Commissioner’s Office.
. To consider requests for disclosure by other Government Regulators and

Commissioner’s.




HOW WE USE PARTICULARLY SENSITIVE PERSONAL INFORMATION

Special categories of particularly sensitive personal information require higher levels of
protection. We need to have further justification for collecting, storing and using this type of
personal information.

We have in place an appropriate policy document and safeguards which we are required by law
to maintain when processing such data. We may process special categories of personal
information in the following circumstances:

1. Inlimited circumstances, with your explicit written consent.

2. Where we need to carry out our legal obligations or exercise rights in connection with
upholding rights and considering investigations under the Data Protection Legislation, the
Freedom of Information Act 2000 and Environmental Information Regulations 2004

Less commonly, we may process this type of information where it is needed in relation to legal
claims.

DATA SHARING

We may have to share your data with third parties, including third-party service providers. We
require third parties to respect the security of your data and to treat it in accordance with the
law.

Why might you share my personal information with third parties?

We will share your personal information with third parties where required by law, where it is
necessary to administer the services we are providing to you or where we have another
legitimate interest in doing so.

Which third-party service providers process my personal information?

Third parties include third-party service providers (including contractors and designated agents).
The Information Governance Team does not currently use third party service providers to deliver
any of our services.

How secure is my information with third-party service providers and other data controllers?

All our third-party service providers and other data controllers are required to take appropriate
security measures to protect your personal information in line with the Data Protection
Legislation. Our third party suppliers and data controllers will provide you with information on
how they use your personal information.

When might you share my personal information with other data controllers?

We will share your personal information with other data controllers in accordance with the Law
and provided there is a legal reason for the sharing to take place. The sharing of personal
information in this context will be to prevent and detect crime, to establish fraudulent activity,
to issue or assist in enforcement proceeding and to report an issue that needs to be considered




by a separate Government organisation or Regulator. We may also share your personal
information with other local authorities if there is a legal obligation for us to do so.

Transferring information outside the EU

We will not transfer your data to any countries outside of the EU. If we do we will inform you
as soon as possible. If we do, you can expect a similar degree of protection in respect of your
personal information.

DATA RETENTION
How long will you use my information for?

We will only retain your personal information for as long as necessary to fulfil the purposes we
collected it for, including for the purposes of satisfying any legal, accounting, or reporting
requirements. For the purposes of responding to requests for information we will retain this
information for 2 years after the file has closed. With regards to court processing’s the
information will be retained for 6 years after the file has been closed.

Details of retention periods for different aspects of your personal information are available in
our Records Management policy which is available on our website (www.merthyr.gov.uk) or
from the Information Governance Team who can be contacted on the details provided at the
top of this notice.

To determine the appropriate retention period for personal data, we consider the amount,
nature, and sensitivity of the personal data, the potential risk of harm from unauthorised use or
disclosure of your personal data, the purposes for which we process your personal data and
whether we can achieve those purposes through other means, and the applicable legal
requirements.

RIGHTS OF ACCESS, CORRECTION, ERASURE, AND RESTRICTION

Your duty to inform us of changes

It is important that the personal information we hold about you is accurate and current. Please
keep us informed if your personal information changes during your working relationship with
us.

Your rights in connection with personal information

Under certain circumstances, by law you have the right to:

e Request access to your personal information (commonly known as a subject access
request). This enables you to receive a copy of the personal information we hold about you
and to check that we are lawfully processing it.

e Request correction of the personal information that we hold about you. This enables you to
have any incomplete or inaccurate information we hold about you corrected.



http://www.merthyr.gov.uk/

Request erasure of your personal information. This enables you to ask us to delete or

remove personal information where there is no good reason for us continuing to process it.
You also have the right to ask us to delete or remove your personal information where you
have exercised your right to object to processing (see below).

e Object to processing of your personal information where we are relying on a legitimate
interest (or those of a third party) and there is something about your particular situation
which makes you want to object to processing on this ground. You also have the right to
object where we are processing your personal information for direct marketing purposes.

e Request the restriction of processing of your personal information. This enables you to ask
us to suspend the processing of personal information about you, for example if you want us
to establish its accuracy or the reason for processing it.

e Request the transfer of your personal information to another party.

If you want to review, verify, correct or request erasure of your personal information, object to
the processing of your personal data, or request that we transfer a copy of your personal
information to another party, please contact the responsible manager detailed at the top of this
notice in writing.

No fee usually required

You will not have to pay a fee to access your personal information (or to exercise any of the
other rights). However, we may charge a reasonable fee if your request for access is clearly
unfounded or excessive. Alternatively, we may refuse to comply with the request in such
circumstances.

What we may need from you

We may need to request specific information from you to help us confirm your identity and
ensure your right to access the information (or to exercise any of your other rights). This is
another appropriate security measure to ensure that personal information is not disclosed to
any person who has no right to receive it.

RIGHT TO WITHDRAW CONSENT

In the limited circumstances where you may have provided your consent to the collection,
processing and transfer of your personal information for a specific purpose, you have the right
to withdraw your consent for that specific processing at any time. To withdraw your consent,
please contact the responsible manager detailed at the top of this notice. Once we have
received notification that you have withdrawn your consent, we will no longer process your
information for the purpose or purposes you originally agreed to, unless we have another
legitimate basis for doing so in law.

DATA SECURITY

We have put in place appropriate security measures to prevent your personal information from
being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In
addition, we limit access to your personal information to those employees, agents, contractors
and other third parties who have a business need to know. They will only process your personal




information on our instructions and they are subject to a duty of confidentiality. Details of these
measures may be obtained from the Information Governance Team.

We have put in place procedures to deal with any suspected data security breach and will notify
you and any applicable regulator of a suspected breach where we are legally required to do so.

MAKING A COMPLAINT

We have appointed a data protection officer to oversee compliance with this privacy notice. If
you have any questions about this privacy notice or how we handle your personal information,
please contact the Data Protection Officer using the contact details provided at the top of this
privacy notice. You have the right to make a complaint at any time to the Information
Commissioner’s Office:

Information Commissioner’s Office (Wales) Tel: 029 2067 8400

2" Floor Fax: 029 2067 8399
Churchill House Email: casework@ico.org.uk
Churchill Way

Cardiff

CF10 2HH

CHANGES TO THIS PRIVACY NOTICE

We reserve the right to update this privacy notice at any time, and we will ensure that the new
privacy notice is made available to you when we make any substantial updates. We may also
notify you in other ways from time to time about the processing of your personal information.
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